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[bookmark: _GoBack]GFI is a financial company which manages thousands of accounts in three countries (Canada, Mexico and United States). The company has over 1600 employees and currently has different security and Technical issues prevailing in the company. The company in past have gone through number of cyber attacks and crashes therefore the company needs to overcome from all the issues and to protect physical and operational security. A risk assessment process needs to be conducted to identify and develop a strategy to fight the prevailing issues. Risk assessment is the determination of quantitative or qualitative value of the risk related to the current issues encounter in the organization. (Wheeler, 2011).
The main purpose of performing this risk assessment is to find out the major issues affecting the company and then finding the best ways to remediate those risks. The information security is very main part in any organization. And while developing the project it must be taken care of the risks which can occur at the client side. It is important to take care of all the tangible and intangible security issues at the client side. Understanding the security concerns is critical and they need to be properly handled for GFI to gain their reputation back. Various security efforts will be described in this report. But the key efforts will target the major areas that are critical and need the company’s immediate attention. No outsider entry should be allowed to the organization’s secure areas like the meeting rooms, the server rooms etc. But the other security efforts are described below with the issues and their assessments. 

List of Security Issues

· Targeted Cyber-attacks at GFI. GFI has experienced several cyber attacks in the past exposing weakness in the network security. GFI network engineers report a significant spike in network traffic that they can’t explain. These attacks are specifically tailored to penetrate GFI and are focused on gathering sensitive data that has a monetary value. Firewall configuration rules are set incorrectly to permit all traffic. Firewalls policies must be configure correctly so that unauthorized personnel can’t enter the GFI network or access the company’s servers protecting its critical data that is of value to cybercriminals.
· Intrusion detection system (IDS) poorly manage or currently not in place. The it department should train the full network staff on the network base intrusion detection system and host base intrusion detection system so they can properly analyze the system logs and be able to act quickly to protect the company’s assets. These systems are mostly design to monitor the network and not stop intrusion attempts. IDS can identify possible incidents and collect information about them. GFI can then identify problems with their security policies, document the existing threats and then concentrating in deterring unauthorized personnel from violating those security policies. IDS and the knowledge to properly manage it is a necessary addition to the security infrastructure of the company.
· No Antivirus, policy or standards are in place. Protecting GFI information is the greatest source of reputation among their customer base. It is imperative that our servers and information is protected and accessible by our customers at all times. Implementing an antivirus program for the company will provide virus protection to GFI assets. McAfee or Symantec solutions can be standardized and deployed both enterprise-wide and isolated networks to protect laptops, desktops, servers and e-mail gateways. Implementing the antivirus solution that best fit the company and their budget will provide GFI network administrators and security personnel with the tools to prevent, detect, track, report, and remediate any malicious activities and incidents across the GFI network and information systems.
· Open Wireless connections exist for the employees and near residents within the company’s Wi-Fi and no standards to protect against unauthorized user or attacks are followed. Without a password anyone can connect to the company’s network. Failing to set an encryption key on the company’s Wi-Fi lets anyone within range of our wireless router join the network. If GFI systems administrators have enable file and printer sharing thru the company’s network unauthorized user may be able to sift through files on every computer on the network. Unencrypted Wi-Fi allows eavesdropping on the company’s internet traffic even if is not connected to the company’s network. Unencrypted data passing between a computer and an access point is broadcast in all directions as far as several hundred feet. Unauthorized users on a unsecured Wi-Fi network can affect the network performance by slowing the traffic for the company’s authorized users for these reasons it is vital to set up GFI network to use the best encryption method built into the wireless routers the company use. Using WPA2 encryption with PSK option is the best way of protecting our Wi-Fi.
· VPN Data not encrypted.  The company uses VPN to connect to their internal Oracle Database allowing the transmission of data from the remote sites to update the customer data tables. The company’s VPN isn’t secure as the data itself is not encrypted and without that mechanism information send thru the VPN tunnel will be transmitted in clear text which can be intercepted and view with a packet sniffer. VPNs use a cryptosystem that scramble the data into cipher text making it harder to be view by an attacker. Using symmetric or asymmetric encryption is highly recommended. Symmetric deployment is much faster and is used between two entities that know each other and use the same private key. Asymmetric is more complex and required a pair of keys, public and private. Using Asymmetric encryption will secure the sensitive packets of data send thru VPN to update the customer’s data tables. Choosing the right combination of encryption and access controls would enable our customers to have a peace of mind that their data confidentiality will be safe by encrypting the session to the VPN oracle application, ensuring the safety of their transmitted data and guaranteeing GFI network security.
· Remote Access security concerns. Remote access is like VPN and it allow the company users to connect to the company network using their home computer having the same rights as if they were connected locally at the company offices. Allowing users to work from home is a great advantage for GFI but remote access connections can raise some security concerns for the company. Remote access goes thru the internet to connect to the GFI network posing the introduction of malicious software or malware like viruses, Trojans and worms that can piggyback to the network. Antivirus must be installed in their computers to prevent this issue. Another security issue is unwanted applications that run music or video streaming running in the background and consuming the entire network’s bandwidth. Policies must be implemented to prevent unwanted application like peer to peer file sharing affecting the network bandwidth. Sensitive data should not be stored in personal computers but accessing the network remotely from home using their personal computers allows them to access such data and transfer it to their personal computers. Stolen data can cause a unwanted security risk that the company won’t be prepare to deal with until is too late. Network administrators can apply security policies in place so remote users can’t get unnecessary data; access only selected folders and programs needed to complete their assign tasks. Personal computers are not as safe as company computers. Hackers can target personal computer and gather the necessary information to gain entry into the GFI network without the employee’s knowledge that their remote access identity has been compromised. If employees don’t have the latest security updates that fix vulnerabilities hackers can exploit them and gain access into the GFI Network.

Introduction

	GFI is a financial company that specializes in financial management and other services across Mexico, Canada and The United States. The risk assessment analyzes the current infrastructure state, business practices and information system standards currently in place. The goal is to identify, report and remediate the various security threats affecting the company network infrastructure to include the network, servers, desktop system, and personal computers use by the GFI company overall. In order to mitigate the threats GFI must have some appreciation of the assessment of current threats, assets value, current state of the company’s vulnerabilities and recommendations for those vulnerabilities. The risk assessment will give management an action plan with the necessary steps that can be taken for improving the GFI security network structure.

Project title: Risk Assessment for GFI Network Infrastructure

Project Justification: Our Company has a hole implementing the CIA triad missing important aspects when it comes to IT security. 

Project Scope

GFI project scope will consist of creating a mitigation plan to any possible threats that affect the company’s network and identify the best and most cost effective mitigation measures to achieve a desired level of protection against network attacks. 

Asset Value

· Assets and resources of high value that require immediate protection has been identified due to the degree of impact they would have on the Company if they are down or damage.
· Servers – Servers stored the heart of the company and that is their application and customer data. Server’s have a high asset value. Server loss services or damage would have grave consequences on GFI network as it is bound to lose primary services and functions to their customers.
· Routers – Routers have a medium high asset value. Routers loss or damage will cause a loss of primary core processes and functions but it won’t damage GFI data.
· Firewalls – Firewall loss or damage will have a moderate to serious consequences of core processes. Firewalls have a medium asset value.
· Oracle Database – The Oracle database is an intangible asset for GFI but it is the most critical part of the operation as it is where the data (customer information data) is store. This asset is of high value to the company.

Threat and Hazard assessment

It is important to understand the threats and hazards that the company is currently facing. It is essential to understand how their tactics and tools works and modified our security against their threat. The attackers seek monetary gain through their actions destroying or damaging critical equipment, resources or stealing sensitive information from our network.

Threats or Hazards to the organization

· Threats currently identify in our company
· Cyber attacks 
· Viruses
· Unsecure Sever assets
· Unsecure VPN
· Unsecure RAS
· Unsecure Wireless and bandwidth stealing
· Critical Data leakage
GFI Information, Privacy and Security Policy

It is imperative that GFI establish a robust security policy that address how the company’s personnel will conduct their business and mitigate the developing risk we face. The company must have in place a policy governing the use of internet resources, e-mail and social medial networks during the work day and while using the company’s resources to include VPN, Wireless and Remote Access. Also the policy must include standards for user to follow and understand when they are using the GFI network resources such as the importance of security and privacy of the company’s electronic data. It must cover the use of passwords and the standards for a complex and not easy to break password. Also it must address the prohibitions on downloading company’s critical data to their personal laptops, tumbdrives, DVDs or other media not authorized for use. GFI management should address the use of email as the employees should have an understanding of no expectation of privacy while using email communication send on the company’s email system. Also it must address the prohibition of how the employees use their email as they are representing our company. Offensive, discriminatory, hostile or intimidating content should not be use on email while doing business with customers.  It is basic knowledge to any employee that the use of internet or intranet is solely for company’s business and not personal business but it should also be included in the policy. Guidelines need to be established for the use of facebook, blogs and other social media websites. Employees should use a good judgment before posting anything online and they must be aware that using the company’s name is prohibited. In conclusion violating these policies should have severe consequences and disciplinary actions ending in termination of employment.  Management can always expand these policies to fit the company’s needs but they must post every change to the employees so they are aware of the changes. Employees must be required to read, agree and sign these policies and to understand that they agree to follow these guidelines and the consequences if they fail to follow the policies.

Vulnerabilities

The following section will cover in depth the vulnerabilities currently found for GFI Network environment and how to properly address them to mitigate their effects on our services and customers by implementing current or new technologies.
· Network Security
The GFI network team currently has no network security implemented. Cyber attacks are affecting the network due to poor configuration or lack of knowledge from the network team on how to mitigate such attacks or implementing a more robust environment. With the increase of sophisticated computer tools developed in the recent years the company will have to content with such attacks immediately. Cyber attacks will only increase if the company’s network is open to trespass. Attacker’s only purposes are to collect critical data, damage equipment or disrupt operations for a long time.
· Risk include:
· The lost of critical data. 
· Interruption of services for prolonged period of times affecting the integrity, confidentiality and availability of GFI
Recommendation
A firewall management program that fits the company’s needs should be implemented immediately. Network administrators can use two basic ways to accomplish this task.
· Network administrators for the company can configure the firewalls using a default-deny policy that only lists the allow company network services and deny everything else. The default-deny is the more secure approach for the firewalls but it requires the knowledge as it is the hardest to configure and manage.
· Network administrators for the company can configure the firewalls using a default-allow policy that list services not allow on the network and everything else gets in. Easy way to configure and manage your firewalls and in my opinion not recommended for our company due to our critical data and business requirements.
· Computer/laptops System Security
GFI computers and employees personal laptops are allowed in the company’s network with no security rules implemented at all. The lack of patch updates and antivirus management has cripple the organization before taking its servers down for a prolong period of time.
· Risk includes: 
· Hacker intrusion due to lack of update security patches or antivirus updates. 
· Malicious malware attacks.
Recommendation
Implementing a new antivirus and windows server update service server or learning how to use the current ones in place is the responsibility of our network management team.  
· Implementing either Symantec or McAfee for the enterprise should be address immediately as the longer the antivirus is not in place the longer the risk of losing our network will be. Once the antivirus is in place best practices should be follow by the network team to update the virus and spyware definitions for all computers in the network thus preventing malware threats to the company. 
· System administrators should keep a healthy environment by keeping track of the patch management for all servers and computers that are part of the network. Before any updates are implemented a change management document should be created and approved by management to keep track of all the changes that will be implemented for the servers after they are patched. It is imperative that this is done so it is easy to identify if the patches affect any of the services the company provides to the customers. 
· Improved security for GFI Application
Customer critical data is send from different locations thru VPN to the main GFI offices in plain text with no protection and no control on who can access and manipulate the data. It is critical that the data be protected against any misuse and attacks by unauthorized user.
· Risks include: 
· Unauthorized user access to data. 
· Interception of plain text data while in transit from other sites.
Recommendation
Implementing encryption for the data and implementing user right to access the data will increase the integrity of the data as only authorized personnel will have access to read and modify the data. GFI administrators have the option to implement symmetric or asymmetric encryption for the data and use the least privilege concept when giving access to the company data.
· Implementing Symmetric encryption algorithms like DES or AES can be fast as it is not complex. 3DES and AES could be used to secure the company’s VPN. 
· Implementing Asymmetric encryption or public-key encryption (you can use RSA as it the most common public key encryption) should be the best option for the company as it requires two keys one for encrypting the data and the other to decrypt the data. It is a robust solution for the company’s data integrity issue and the best way to protect the critical customer data that is send thru the VPN tunnel.
· User Accounts should be setup to use the least privilege defense in depth strategy for the company. Users that have access to everything can create threats that are not welcome such as accidental incorrect configuration for the data. Users should not have administrator right to their own computers as it increases the risk for critical data. 

Mobility Security

Currently there is no GFI mobile security implemented for the company that allows the use of smart phone, tables and laptops. It is important to GFI that it keeps up with technology and that the company implements a robust mobility security solution to interact with their customers and partners. A couple of critical issues that affects the mobility security (to include BYOD) are the lack of password protection and application security as this can affect the safety and confidentiality of GFI data. 
· Risks for mobile security include:
· Poor password or no passwords for mobile devices.
· File sharing applications.
Recommendation
· Restricting applications that are file sharing on mobile devices is a good practice to prevent the company’s data to be compromise and safe. Sadly if you blacklist all applications with no background that there are damaging applications the implementation of the mobile solution can backfire for the deployment team and the company. The employees can benefit using applications on their mobile devices and not all of them are bad. The company should implement a set of rules on what applications will be allowed to be used by conducting a throughout study of what is needed to their business goals. Consider also a white list where only the company dictates what applications are allowed and no other applications are authorize. This method is more secure but it is difficult for the enterprise team to manage. Lastly post the mobile policy so that all employees are aware and inform of why it is setup the way it is and there is no confusion after it is implemented.
·  Employees are required to create passwords that meet the information assurance standard for the GFI Company. Passwords must be 15 characters long and include a combination of characters to include upper and lower case characters, numeric and special characters. Passwords are very important and hard standards must be followed when accessing the company’s critical data or email application. Passwords can be protected by using salted password hashing. Using hashing passwords are transforming to a bunch of random letter combinations and it is impossible to change them back. Once the hash is done the password is stored like that and not in plain text in the system. Some other best practices are requiring the employees to change the password every 90 to 120 days. If they own more than one device like a Smartphone or tablet to have different passwords for each of them. Company policy should explain the consequences for sharing password between employees. Using Active Directory for authentication to access network resources can be implemented if a more robust security solution is required.

Wireless Security

GFI currently allowed the used of their wireless network freely. Anyone can gain access as there are no security requirements in place. 
· Risk for the GFI wireless network at the current state includes: 
· Unauthorized use of bandwidth by users. 
· Unauthorized use of internet to conduct malicious attacks like DOS attacks or hacking. 
· Using GFI network for illegal activities like distribution of pornography that can be track to the company. 
· Attackers can install a sniffer as the data is transmitted unencrypted and in clear text gaining access to information that can harm the network. 
Recommendation
· Wireless routers must be secure and only manage by the company’s network team. The administrator account should be renamed from the default name and the password as well. 
· Passwords need to adhere to the company’s policy and meet the complex standard  so they are not easily broken (15 characters long to include special characters, lower and upper case and numbers)
· Create a unique SSID and do not allow the wireless router to broadcast the information
· Universal plug and play should be disabled on the company’s network so there is no discovery of devices allowed.
· WPA2 AES can provide a strong encryption to protect the clear text 
· [bookmark: _Toc357692196]Always keep up to date on software releases for you wireless routers and keep them updated on their firmware.
· Access to wireless networks should only be available to the company’s employees. Locking the access points will take care of the bandwidth issues as no unauthorized users will be able to log and use the resources to download unauthorized files.

Cloud computing environment

A hybrid could solution should be implemented improving the security and lack of resources for GFI. GFI should consider Software-as-a-Service (SaaS) partners that can assist resolving the problems by providing encryption at rest and in transit. Cloud service providers have their own key infrastructure management even though if GFI wants to have a better control over our critical data we can have our own key management infrastructure to encrypt the data. SaaS providers have their own encryption for critical data the only downsize is that the user will have to encrypt the data before sending it to the SaaS application. GFI can use an encryption proxy to encrypt and decrypt the data send from our offices and from the CSP. Adding this extra security layer is great and the employees will not notice it. The only downside to that solution is that the proxy needs to know the SaaS application for it the encryption to work any minimal changes on the SaaS will affect the proxy. GFI can connect to the application provider on a public cloud while keeping the corporate confidential data and customer information in house or it can be secure in a data center. GFI can identify the current design goals and then select the services and any new application that the company wants the public cloud to host. Thanks to this collaboration the company can use this capacity and don’t have to worry about hardware consideration. GFI must also consider access controls so it can help minimize any insider attack as well. Encryption should be implemented for the private and hybrid cloud solution as best practices to protect the data of the company. Critical data access must be monitor on a regular basis. GIF must ensure that this option for their cloud environment is the best solution to protect their data at rest and in transit.

Conclusion

In conclusion GFI has many security issues that must be address immediately for a more robust secure network environment. It is possible to fix those deficiencies in quick timely manner, with the right plan, securing our company network infrastructure shouldn’t be an issue. Once all the issues cover in this risk assessment are fix it is imperative that we keep a constant vigilance over our company’s network security. Doing so will keep our critical data and equipment save from more attacks until the next phase of evolution is implemented and the company moves to a cloud environment that fits the business requirements. 
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