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Dental Assist, Inc. (Dental Assist) was formed in 1995 to provide dental and orthodontic services to members of prepaid dental plans throughout the country. The core of the business grew out of the steel industry in the Pittsburgh area and spread through the surrounding region in support of major customers. Growth of the company, through acquisitions of similar organizations in the western, southern, and eastern portions of the United States, has been rapid (see Exhibit A).

Dental Assist employs approximately 400 individuals and maintains four primary locations. The combined corporate Headquarters and Central Region offices are located in Pittsburgh, Pennsylvania, while three additional regional offices are located in Los Angeles (West Region), Atlanta (South Region), and Boston (East Region). The bulk of the sales and marketing, management information systems, claims processing, finance, and accounting functions are maintained at Headquarters. The Regional office houses a sales and marketing force to recruit new subscribers and providers in the region, a member services team to respond to the requests and complaints of subscribers, and a small management team to oversee regional operations. An organization chart for the West Region is documented in Exhibit B.

The geographic expansion of Dental Assist resulted in operations in 29 states. The customers of the company are made up of three constituencies: the patients (subscribers), the dentists (providers), and groups (employers) contracting for the services. Dental Assist provides services for approximately 250,000 families, which represents approximately 850,000 family members. The expansion of the company has enlarged the employer base such that the five largest industries served by Dental Assist are the steel industry, the auto industry, public school districts, hospitals, and unions.

The company's primary product is the prepaid dental plan that is typically funded by a fixed monthly fee from the group purchaser (employer) in combination with employee contributions or a co-payment arrangement.

While there is a wide variation in product offerings driven by customer requirements and regional practices, the basic Dental Assist plan reimburses 50 to 100% of the subscribers' dental costs, depending on the nature of the procedure performed.

Dental Assist has arrangements with over 15,000 providers nationwide. These dentists are paid a fixed monthly fee to provide primary care for Dental Assist plan members that select their office for their dental services. 

Dentists are provided a list of Dental Assist subscribers (patients) who are authorized to receive treatment through their office.

Most accounting functions are performed at the corporate level in Pittsburgh. All payroll and cash receipts are processed at corporate; regional management has no involvement in the accounting for these transactions.

Similarly, corporate accounting personnel process nearly all cash disbursements through the accounts payable function of Dental Assist's general ledger system. All monthly payments to dentists and the majority of routine regional operating expenses are recorded in Pittsburgh.

While normal operating expenses are processed at corporate, each of the regions maintains the ability for the management of the region to issue manually written checks for operating expenses when there is insufficient time to have the normal accounts payable system issue checks from the home office. Corporate management does not specify policies or guidelines for the use of manual checks by regional management, and each region varies in the volume and nature of manual disbursements processed.

Although the management of each region is responsible for drafting manual checks, the home office makes all deposits into the accounts. Corporate accounting personnel receive all bank statements directly from the banks and are responsible for reconciling the bank accounts for the regions and for insuring that there are adequate funds in the accounts to cover all checks that a region issues. The management of the regions does not have the information required to determine the cash balance in any of the checking accounts.

The check forms used by each region contain two parts: the check that is detached and mailed to the payee, and a check stub that the region prepares as a record of the disbursement. Because the check stub is part of the same page of paper as the check itself, all information on the check must be rewritten onto the check stub to provide a record of support for the cash disbursement. In addition to the date, payee, and amount, the reason for issuing the check or the nature of the payment is noted on the check stub by regional management. Monthly, check stubs are mailed to the corporate office to facilitate the reconciliation of the bank accounts and to provide information to properly record the expenditures in Dental Assist's accounting records. The general ledger and all accounting records are maintained at the home office. Thus, the home office uses the stubs to account for the cash disbursements for the regions and to predict future cash needs to determine the necessary deposits to replenish the checking accounts.

Until recently, Dental Assist's system of cash management had been operating reasonably well. However, during the last few months, there have been several overdrafts in the operating bank account maintained at the West Region. Dental Assist's management has requested its newly hired internal audit manager, Sylvia Thornock, to examine the issue and determine the nature and source of the overdrafts. Through discussions with corporate management, Sylvia learns that the volume of manual checks processed by the West Region is greater than that of the other three regions. West Region management issues manual checks each month for two types of transactions: subscriber termination refunds and expedited payments of operating expenditures.


SUBSCRIBER TERMINATION REFUNDS

Refunds for the unused portion of their premium payments are issued to subscribers upon their request for termination from the plan. All refunds are processed at the regional office. Subscribers request a refund by either telephoning a regional member services representative or by sending a letter to the regional offices.

The member services representative that handles a telephone request for termination documents various subscriber information, including the subscriber's name, address, social security number, and the appropriate plan and provider number on a Refund Request form (see Exhibit C). Refund Request forms are forwarded to Tyson Stiller, West Region Finance Coordinator, for payment. Written requests are received in the mail by the West Region's executive assistant, Chris Martin, and forwarded directly to Tyson Stiller for payment.

Based upon the written termination request letter received directly from the subscriber or the Refund Request form prepared by member services, Tyson Stiller prepares a Request for Payment Adjustment (see Exhibit D). The primary purpose of this form is to document the calculation of the amount of refund due the subscriber. Tyson reviews the status of the subscriber's policy and payment history online in Dental Assist's subscriber tracking system. Tyson, as well as all West Region personnel, is limited in his ability to edit the subscriber tracking system. Within the subscriber tracking system, regional personnel can only edit subscriber addresses and initiate transfers of subscribers to different dentists. All other changes to the subscriber profile are processed at the Central Region Headquarters. Based upon the information in the subscriber tracking system, Tyson calculates the amount of the refund and prepares the Request for Payment Adjustment.

Tyson Stiller forwards the Refund Request or subscriber letter and the Request for Payment Adjustment to Holly Johnson, West Region Director of Administration, for approval. After reviewing the forms to ensure all information has been properly documented thereon, Holly recalculates the amount of refund and approves the refund by signing the Request for Payment Adjustment. Holly does not review the information on line in the Dental Assist subscriber tracking system to ensure that the data has been input on the forms correctly. Holly returns the supporting documentation and the approved refund to Tyson Stiller.

Tyson Stiller prepares a manual check from the approved refund package and runs the check through a check signing machine, which affixes Holly Johnson’s signature to the check. Holly is the only authorized check signer on the account. Historically, Holly manually signed each check; however, the rapid growth of the West Region rendered this practice impractical. The check signing machine was purchased approximately two years ago. Tyson Stiller copies the date, payee, amount, and purpose of the disbursement from the signed check to the check stub. Tyson prepares a cover letter to the subscriber and attaches the refund payment. The letter is forwarded to Julia Simpson, the West Region receptionist, for mailing to the subscriber.

Once the refund has been authorized and the check issued to the subscriber, Tyson Stiller sends a copy of the Request for Payment Adjustment to the Computer Information Systems Group at the corporate offices in Pittsburgh. Tyson staples the original Refund Request or subscriber termination letter to the original Request for Payment Adjustment and files the package by date in the West Region accounting files.

The Information System Group utilizes the information from the Request for Payment Adjustment received from Tyson Stiller to delete subscribers from the Dental Assist subscriber tracking system. Subsequent to deleting the subscriber, the Information System Group files their copy of the Request for Payment Adjustment. Once deleted, the subscriber is removed from the providers' list of subscribers (patients) authorized to receive treatment through their office.


EXPEDITED OPERATING EXPENDITURES

The West Region also issues manual checks in order to expedite payment of its operating expenses. Frequently, the West region sends surveys, comment cards, and other literature to subscribers and providers.  Postage on these items is paid via a manual check issued at the regional office. Office supplies, advertising expenses, promotional costs, and other operating expenses are also frequently paid at the regional level.

All West Region personnel may request a manual check in payment of a regional operating expense by preparing a Check Request indicating the payee, amount, and reason for the request (see Exhibit E). The individual preparing the request attaches any supporting documentation, such as a vendor invoice, to the

Check Request and forwards the entire package to Tyson Stiller. Tyson reviews the request to ensure all appropriate supporting documentation is present and forwards the Check Request package to Holly Johnson for approval. Holly reviews the package and authorizes payment by signing the check request. Holly returns the package to Tyson for final issuance to the vendor.

Tyson prepares a manual check and runs it through the check signing machine. The appropriate information from the signed check-date, amount, payee, and nature of payment-is copied by Tyson onto the check stub. Tyson gives the signed check to the West Region receptionist, Julia Simpson, for mailing to the vendor.

Tyson files the approved check request and supporting documentation by payee in the West Region accounting files.

At the end of each month all the check stubs written by the West Region during the month are accumulated and sent to corporate headquarters in Pittsburgh. Accounting personnel in Pittsburgh review the check stubs and record the disbursement in Dental Assist's general ledger accounting system based upon the nature of the payment noted on the stub. For example, payments to the Postmaster are recorded in the general ledger Postage Expense account. West Region personnel are not authorized to edit any of the transactions or balances recorded in the general ledger system. After the check stubs are recorded, they are placed in Dental Assist's off-site storage area in Pittsburgh.

Subsequent to recording all regional manual expenditures, corporate accounting personnel prepare monthly profit and loss statements for each region. The monthly reports, an example of which is attached as Exhibit F, compare actual profit and loss figures for the month, per the general ledger system, with the activity budgeted for the month. Budgets are prepared by corporate management at the start of each fiscal year.

The budget for any particular year is typically based upon the prior year's actual result plus some factor for growth in the subscriber base and for expected inflation. The regional profit and loss reports are reviewed by corporate management as well as the Director of Administration for each region. In the West region, Holly Johnson reviews the statement and investigates any significant variations in actual results from budget.

Cancelled checks (i.e., checks that are written and ultimately cashed by the bank), including all manual checks written by the regions, are returned with the monthly bank statement directly to corporate accounting personnel in Pittsburgh. Corporate personnel reconcile each region's cash account on a monthly basis. In preparing the reconciliations, the accounting clerks refer to the bank statement to determine which deposits are in transit and which checks have yet to clear the bank.

Because of the volume of checks each month, the canceled checks (i.e., checks that have been cashed by the bank) are not used in the bank reconciliation process. However, for security, the canceled checks are typically separated from the bank statements and placed in the general accounting storage vault at the Pittsburgh headquarters. The West Region's cash account has reconciled each month without exception. The reconciled bank statements are filed at the home office.


INTERVIEWS WITH WEST REGION PERSONNEL

After learning about the subscriber termination refund and expedited operating expenditure procedures, Sylvia Thornock decides to conduct interviews of West Region personnel. An interview with Holly Johnson, West Region Director of Administration, reveals that the West Region's subscriber base has grown rapidly over the last six years. Until approximately two and a half years ago when Tyson Stiller was hired, the total number of administrative personnel in the Region remained unchanged. Prior to Tyson's joining Dental Assist, Holly was responsible for all of the Finance Coordinator functions, in addition to her current duties as Director of Administration. Holly was quick to praise Tyson as a personable, hard working employee upon whom she places great reliance.

There has been significant turnover in all other administrative positions within the region. During interviews, both Holly Johnson and Tyson Stiller noted the considerable time they spend retraining new personnel in the administrative and accounting functions of the Region. In addition to manual disbursements in support of West Region operations, Tyson has several other responsibilities. He is responsible for coordinating the collection of the region's past due accounts receivable, assists corporate personnel in organizing the financial support for all internal and external audits by the Internal Revenue Service, accounting agencies, and insurance bureaus, and assists Holly Johnson with Regional human resources issues. Patricia Carson, an administrative clerk, is the newest employee of the Region. Patricia assists Tyson and Holly in performing their administrative and financial functions.

During an interview with Sylvia Thornock, the receptionist for the West Region, Julia Simpson, relayed her recollection of a manual subscriber termination refund issued to a friend of the West Region Finance Coordinator, Tyson Stiller. Julia had no recollection of this friend being a valid subscriber to Dental Assist dental plans. Sylvia concludes Julia's comments deserve additional investigation. To begin the investigation, Sylvia wants to document and analyze the internal control system at Dental Assist. She decides to prepare a flowchart to document the transaction flows and internal controls over manual disbursements in the West Region.


DENTAL ASSIST - INTERNAL INVESTIGATION

Sylvia Thornock, the internal audit manager for Dental Assist, has completed her documentation and analysis of the system of internal controls over manual disbursements at the West Region. She thinks some potential weaknesses exist at the Region. In addition, Sylvia thinks some of the things she recently learned at a continuing professional education course that discussed the PCAOB’s AS 2401: Consideration of Fraud in a Financial Statement Audit" may be relevant to this situation. Although AS 2401 is focused on clarifying requirements for external auditors, it contains a discussion of many issues that also are relevant for corporate accounting managers and internal auditors. Sylvia specifically recalls a particular section of the SAS that discusses risk factors related to the misappropriation of assets from employers. She is concerned that some of these risk conditions exist at Dental Assist's West Region.

In particular, Sylvia is concerned about Julia Simpson's recollection of a subscriber termination refund to a friend of Tyson Stiller, the West Region Finance Coordinator. The internal controls analysis revealed that Tyson was responsible for multiple accounting functions. Sylvia believes one person's control over multiple functions increases the risk of potential abuse of the internal control system. In consideration of these factors, Sylvia concludes a specific review of manual disbursement transactions processed at the Region is merited.

Sylvia begins her investigation by retrieving the West Region's manual check stubs from off-site storage and the corresponding cancelled checks from the general accounting storage vault at the Pittsburgh headquarters.

Sylvia determines that approximately 60 manual checks are written by the West Region each month. While Sylvia concludes her initial investigation should focus on the most recent twelve months of activity, she does not have the time or the resources to examine all the manual disbursements processed by the Region during this time period. She judgmentally selects approximately 10% of all the West Region's manual disbursements in the previous year for testing. The details of the selected West Region canceled checks are summarized in Exhibit G; the information from the corresponding check stubs is summarized in Exhibit H.

Sylvia requests from the West region all of the supporting disbursement documentation for each manual check selected. Sylvia reviews the documentation provided, noting whether adequate documentation and regional management approval have been provided. A summary of Sylvia Thornock's review of the supporting documentation is summarized in Exhibit I. Sylvia also requests from the Computer Information Systems group in Pittsburgh a list of all West Region subscribers terminated from the subscriber tracking system within the last twelve months. A copy of the report provided is attached as Exhibit J.
