Security and Privacy of Electronic Health Records
Introduction
[bookmark: _Hlk512577730][bookmark: _Hlk512577796][bookmark: _Hlk512577978]The purpose of this paper is to discuss the adoption and meaningful use of Electronic health records, which has become an urgent nationwide concern for refining the quality and efficiency of records in the United States health system.1 The increasing usage of Electronic Medical Records via computerization of medical information systems has made it easier to gather, store, and display patient information. After health data has been made available electronically to providers, electronic health records enable the sharing of patient information over Health Information Exchanges. This method of allocating patients’ electronic health information between different administrative health systems and can improve efficiencies in health care. Electronic health records are a means to make decipherable and systematized recordings and acquire clinical information about individual patients. Despite the positive effects of the Electronic Medical Records usage in medical practices, the degree of its adoption is still low and encounters battles from physicians. However, even with evolving evidence about the benefits of Electronic health records, there are significant possible drawbacks of electronic health records such as the risk of patient privacy violations, with an increasing concern for patients due to the increasing amount of health information exchanged electronically.1 This is not an unfounded concern. There have been inappropriate releases from organizations, which can result either from approved handlers who purposely or accidentally access or publicize confidential information. To lessen some of these concerns, policymakers have taken steps to guarantee security and confidentiality of patient information. 

Methods
-The use of relevant sources from PUBMED articles for this research has been executed with a selection of sources related to both issues of Electronic Health System( EHS) and Security/Privacy. 
-Five articles have been considered for searching in different databases focusing on the security, privacy, and electronic health records. 
- Categorization of the study according to access control, sharing, and  access of patient information. consideration of components, characteristics, and challenges of electronic health services.
- Analysis and evaluation of the electronic health services approach in identifying related problems for patient’s privacy and security. 
-Proposition of a method that preserve the privacy and security of patients’portable medical records in portable storage media to avoid any inappropriate or unintensional disclosure. The adoption of HIPAA guidelines offers a valid method that is designed to protect, recover and verify patients’ identifiers in portable EHRs. The result is relevant in ensuring the preservation of patients’ information security and privacy via electronic health care system.
Results
The main purpose of electronic health records standards is to facilitate improvements in regard to the interoperability, security,reliability, and communication limited to the health system. Electronic health record systems( EHRs) help to avoid inappropriate, unintentional , and misuse disclosure of its adoption.



Discussion
Respecting patients’ privacy and confidentiality helps build trust, foster thoughtful decision-making and improves care. Protecting information gathered in association with the care of the patient is a core value in health care. Patient privacy encompasses several aspects, including personal space (physical privacy), personal data (informational privacy), personal choices including cultural and religious affiliations (decisional privacy), and personal relationships with family members and other intimates (associational privacy). Patients need to be able to trust that physicians will protect information shared in confidence. Physicians have an ethical obligation to preserve the confidentiality of information gathered in association with the care of the patient. Patients need to be able to trust that physicians will protect information shared in confidence. They should feel free to fully disclose sensitive personal information to enable their physician to provide needed services. Physicians in turn have an ethical obligation to preserve the confidentiality of information gathered in the course of treatment of the patient.
In general, patients are entitled to decide whether and to whom their personal health information is disclosed. However, specific consent is not required in all situations. When disclosing patients’ personal health information, physicians should restrict disclosure to the minimum necessary information; and, when feasible, notify the patient of the disclosure. Physicians may disclose personal health information without the specific consent of the patient (or authorized surrogate when the patient lacks decision-making capacity) to other health care personnel for purposes of providing care or for health care administration or to appropriate authorities when law requires disclosure. The physician has a responsibility to disclose this personal health information to other third parties, when in the physician’s judgment there is a reasonable probability that the patient will seriously harm him/herself and or others. For any other disclosures, physicians should obtain the consent of the patient (or authorized surrogate) before disclosing personal health information. (AMA Principles of Medical Ethics: III, IV, VII, VIII). Three important and related concepts are often used interchangeably in discussing protection of health information within the U.S. healthcare system: confidentiality, privacy and security.  Yet, each of these concepts has a different fundamental meaning and unique role.
Confidentiality in health care refers to the obligation of professionals who have access to patient records or communication to hold that information in confidence.  Confidentiality is rooted in the patient-provider relationship. Privacy, as distinct from confidentiality, is viewed as the right of the individual client or patient to be let alone and to make decisions about how personal information is shared.2 Security refers directly to protection, and specifically to the means used to protect the privacy of health information and support professionals in holding that information in confidence.   The concept of security has long applied to health records in paper form; locked file cabinets are a simple example. As use of electronic health record systems has grown, and transmission of health data to support billing became the norm, the need for regulatory guidelines specific to electronic health information has become more apparent.   The HIPAA Security Rule provided the first national standards for protection of health information.  Addressing technical and administrative safeguards, the HIPAA Security Rule’s stated goal is to protect individually identifiable information in electronic form—a subset of information covered by the Privacy Rule—while allowing healthcare providers appropriate access to information and flexibility in adoption of technology (HHS, 2003b).  Again, that concept of balance appears in the law for necessary access by healthcare providers vs. protection of individuals’ health information. Managing electronic health information presents unique challenges for regulatory compliance, ethical considerations and ultimately quality of care.  As electronic health record system “meaningful use” expands, and more data are collected, such as from mobile health devices, that challenge for healthcare organizations expands. All who work with health information or health informatics and health information management; including professionals, clinicians, researchers, business administrators and others have responsibility to respect patients information
METHODS
· In cases where the patients’ health records are needed, it’s recommended for whoever is in possession of the EHR (Electronic Health Record) to be in constant contact with the healthcare provider to insure that that the transfer of health data is done with a lot of efficiency. The goal is for providers to operate, protect and secure their clients. To realize that, the companies need to be aware of a couple of ways they can satisfy their clients and insure that their information is safe and well protected.  
· A company would need to install and increase control mostly in their administrative operations. Reviewing and making sure their policies are constantly up to date. In the “Security and privacy in electronic health records: A systematic literature review” reading, in order to control and make sure that both the search and the retrieval process have been accurate and impartial, the article has used a systematic review as a form of control.  
· It is crucial for a company to hire the right personnel who can enforce the implementation of security and privacy. Before hiring it is necessary to run a background check on anyone that they decide to hire.
· The companies need to maintain a consistent privacy and security training operations to guide employees.
· Creating system access and ways to physically monitor data usage
· The creation of inaccessible physical systems that’ll require an authorization before being access
· Companies have to have a user monitor system and audit to be able to recognize any system weakness, identify security breach or even any attempt at a breach
· An application of data encryption is very necessary in order to conceal all internal medical data files through cryptography. 
RESULT 
Most of the Health organizations today are doing everything they can to make sure all their customers information is well protected and secured. These Health organizations are making sure they can cover and have solutions to most of the issues from the issues of confidentiality, integrity, availability, or even medical identity theft as in the “Security Challenges and Success Factors of Electronic Healthcare System” article by Arash Ghazvini. So many issues and challenges are found along the way when trying to provide the best health privacy and security that satisfies these health institute’s clients. Soon more and more health institutes would grow into e-health system, which present its own challenges as well. Privacy in e-health demands a great operating and ability of some software or computer system to exchange and make use of information. It’s important for these organizations to find ways to implement and integrate the Electronic medical record system (EMR) which require the usage of deep research of Enterprise resource planning literatures and healthcare information systems. Arash Ghazvini mentioned that the results of these researches brought great and successful important factors such as planning, consultants process redesign, project management and the need for a project champion. Although securing and making sure that clients health information is kept in private, it’s important to have efficient tools that’ll help transfer and store these data while keeping the privacy of the information. Devices such as mobile phones, laptops and USB are some of the beast storage that offer the fastest ways to get to clients data and the fastest you can get to these information the fastest the client will be helped. 
Discussion
Since technology offers automated information processing to so many industries Pharmacy relies heavily on technology in order to not only facilitate with their daily task but also store some of their important and private information. Some of the great benefit technology brought to the pharmacy world is the fact that technology has  speeded up the processing of their automated information. This processing was able to eliminate some of the routine and repetitive works which enable pharmacists to focus on their task and be more productive and efficient.  In today’s age it has become pretty much impossible for pharmacists to work without utilizing the great ability technology offers. They rely on it to be able to practice efficiently. They use technology because it helps them organize and respond to their need of keeping all their records, and data secure and private. Pharmacists utilize technology for software such as Pharmacy management system to help them with their stock control, ordering, labeling, records, and also medical records. 
Technology hasn’t only been able to support local and physical pharmacies. With the great tool called the internet, technology has been to inspire many companies to invest and create online pharmacy stores. There are many platforms that offer so many secure and extremely private web-based to enhance the pharmacies services. These great tools also serve as the way of communicating between health center and the pharmacies. 
One tool that’s majorly helping pharmacies and hospitals is the Electronic Prescribing system (EP) this technology system was introduced to the US in the early 1990 and has since been a major assistant to the pharmacist around the US. It’s been able to help reduce medication errors and provide not only technological safety but also clients’ safety as it’s minimizes errors. EP is a great automate prescribing, supply and administration of medicine in hospitals that has brought accuracy in the world of medicines.
Also the use of Telecare which is pretty much the utilization of digital communication technology such as audio and video has brought at the patients home healthcare consultations and services. Some of the advantages of the use of Telecare are the minimization of the hospital attendance, its offers a great supports personalized medicines that enabling patients in a major way. 
Conclusion
Security and Privacy of Electronic Health Records is moving to the right direction. So many platforms very private and secure are being created to offer patients and health center many possibilities to not only provide or receive great service but also the peace of mind that their information is secure. We should ignore the fact that turning to online platforms exposes us to risk of being hacked but IT technicians through the help of so many great web discoveries are trying the best they can to make sure that all the electronic health record are safe, secure, and private. 
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