Running head: CHALLENGES IN CYBERSECURITY	 0

CHALLENGES IN CYBERSECURITY 		12

[bookmark: _GoBack]	Challenges in cyber security for bussiness

		Introduction
In the business world, the entire aspect of cyber security has become the biggest concern to organizations. Few individuals understand the best way to keep their business, and other important e-commerce features secure from cyber criminals. Not only are the issues of cyber security a concern to small firms, but it is also equally a concern to large multinational industries. The growth of technology might be just one of the key factors that enhance cybercrimes. Even though the public understands how important it is to keep computer data secure, most organizations have neglected the ability to have the powerful working knowledge required to prevent data from falling into the hands of cybercriminals (Rabai et al., 2013). Various organizations around the world have lost sensitive information to criminals who make businesses face a lot of harm in due course. From the carelessness of employees through leaving important emails signed in while using public computers to careless disclosing key company passwords to their friends, data security has remained to be a concern to many. Through this study, we will span the various challenges that business industries have been exposed to while undertaking various business proponents and lost important information to cybercriminals.






Project Objective
The first objective of the study will be to understand the various challenges that are related to cyber security. Typically, cyber security is a great business issue that every business industry strives to achieve. With the growth of e-commerce industry, cyber security has become a key factor that affects most of the organizations. A lot of infrastructures are required to overcome the problems existing in securing company information effectively. Key challenges that organizations have been faced with is the best way to keep important customer information from possible competitors. Cybercrimes have led to the exposure of information to competitors who ought to use such information for their personal use. Through this study, we will considerably understand major challenges that have been affecting organizations over the past (Blythe, 2008).
The second objective is to understand some of the key business policies that have been placed to enhance privacy policies. Companies are usually responsible for taking care of key privacy concerns that would see the industry through efficient privacy controls (Smith et al., 2011). There are key issues that are used to considerably undertake privacy that should be considered in a greater sense. Key factors that the communications authority advocates are the manner in which companies seek to prevent possible threats. There is a great concern that would be possible of the organization attains ultimate factors that will unfold other key factors. With this objective in mind, it will be possible to effectively understand the strategies that the firm has enhanced to effectively perform great business security issues (Blythe, 2008).
To prevent personal information collected from customers, the industry has to apply the most effective strategy. The third objective of the study will be to understand the manner in which the companies ensure private information is secure. In most cases, customers and clients do not know the impact of cyber threats that might influence them either directly or indirectly. It is the mandate of business organizations to ensure proper security concerns have been undertaken (McCrohan et al., 2010). With these objectives, it will be easy to understand the best practice that can be applied to ensure that personal information has been enhanced. Businesses have used a lot of finances to ensure that privacy issues are updated for effective e-commerce features and business-related activities.



Project Scope
The study outlines key concerns that business organizations need to understand concerning cybercrimes through the risks they are exposed and plan different precaution strategies. The first person to understand about cyber security is informing key employees aware of different proponents of their shared responsibility. The firm has a key mandate to ensure security has been effectively enhanced in due course and that they can outline key factors that will help them overcome security concerns. Business ventures operating an e-commerce feature should always work in line to enhance proper safety mechanisms which work properly for the entire system to have a reliable built-in security control platform. This function will ensure that the right factors have been considered and considerably laid down to effectively overcome key milestones that might be prevailing in the entire system unit (Bayuk et al., 2012). It is necessary to understand the right procedures that will be sued to ensure the organization has operationalized most of their key prospects for the sustainability of the entire system. System control should also be very secure from any form of security threat. The system control will always determine the manner in which security has been outlined in the enterprise. Ja reliable system control gives the most appropriate control for the entire process.
The study will look at different issues that the organization has faced over the years as they try as much as possible to address the issues. The different aspects that are required for an effective understanding of key cybercrimes are outlined in the study in a greater way. Various issues are needed that will effectively bring out key factors that will help in the effectiveness of the manner in which business industries counteract key concerns about cybersecurity. The innovation that takes place constantly over the world has greatly affected most of the leading business corporations. Detailed concerned has been raised because a lot of cybercriminals take advantage of their innovations to design security threats that help them obtain information maliciously from entities. The study will assert some of the key policies that have been undertaken and the different measures that have been undertaken to ensure that the problem has been influenced (Von Solms, & Van Niekerk, 2013).








Literature Review
Today’s business organizations happen to be operating in an advanced technological environment. The technological advancements and inventions in the industry have seen their operations go through various innovative steps which have led to their growth and increase in their profits margin. Despite the technological advancement in the technology world playing an important role in helping the business organizations achieving their goals, a threat is also seen to be posed by it, and that is cyber-crimes (Von Solms, & Van Niekerk, 2013). The advancements in technology have seen an increase of cyber-crimes where the world has currently become a hacking nation. These cyber threats tend to create an insignificant headache for the business and both the consumers thus leading to their eventual downfall. Due to these cyber-crimes available, most business organizations have devised ways to curb and encounter this cyber threat. These ways devised by the business organizations to curb the cyber threats is what is known as cybersecurity. However, the cybersecurity experts’ still faces risks and the below are the challenges faced by the cybersecurity for business (Amini et al., 2015).
One of the challenges faced by cybersecurity in the business is the outbreak of fake ads and feedbacks. Thousands of fake ads are in circulation all over the internet platforms. The victims of this malicious ads and feedbacks are the consumers and the business organizations. Despite the fake ads, there are also purchased likes on the feedbacks (Zubilevych, 2017). This purchased likes and other forms of feedbacks have proved a threat to customers since they are usually left confused about the validity and existence of other advertising methods in the online market. In the cyber industry, malicious ads sometimes are used to hack into systems and biodata of organizations since they learn more about the organization and retrieve details from the fake ads and feedbacks created. This, therefore, will impact negatively to business organizations involved thus a fall in their volume of sales and eventually their performance. Noninvolved or non-participatory businesses in this malicious activity of fake ads and feedbacks also fall a victim since their campaigns to are affected (Zubilevych, 2017).
Hacktivism is another form of the challenge faced by cybersecurity in the business. Hacktivism as a malicious act is defined as a subversive use of computers and computer networks to promote a political agenda or a social change with its roots based on hacker culture and ethical issues. This act of breaking into computer systems of organizations mainly to express their political or social reasons shows that not all hackers are after profiting themselves financially (Bhagat, 2012). This attack into systems by hacktivists usually paints a business organization with a bad picture since they usually tend to make sentiments which are often viewed by almost everyone because they are posted to the public. By it being posted to the public makes it vulnerable to the whole environment thus damaging their reputation. The business security safety initiative is also at risk since the hacktivists tend not to keep safety mechanism in place and hence may end up posing a national security threat.
Machine learning among individuals is another challenge facing the cybersecurity in the business fraternity. Business organizations have decided to venture and invest more into the machine learning languages with the main aim being to be able to perform complicated data analysis and complex algorithms. This practice has led to the employment of less manual labor thus saving on costs. Learning machine language has also proved to play a vital role in the detection of fraud and in general the prediction of the market trends of a given environment. However, despite the advantages that machine learning poses, it has also proved a big threat to cybersecurity. This machine learning is deemed to assist the cyber fraudsters to detect and find out their targets easily among the bio data systems of the various business organizations. Thus one of the cybersecurity threats towards business that should be addressed (Choo, 2011).
Mobile malware is another challenge facing the cybersecurity in the business environment. In the past and recent years, there has been an increase in the number of people using mobile phones both for communication and business purposes (Choo, 2011). The cybercriminals all over the world have attempted to take advantages of the weaknesses in the technology to benefit them. Some of The mobile malware that poses a threat to individuals include the following one is that of mobile spyware. This is a program that monitors one's details and later it will be used by the cybercriminals to infiltrate into the systems of the victim. The details usually retrieved are usernames, emails, and passwords. Once this is available, it’s always easy and within reach, for cybercriminals to infiltrate into one's system.
Banking malware is another example of mobile malware. Those individuals who tend to carry their transactions through their mobile phones are the ones who are likely to be affected by this. Here, the cybercriminals tend to install malicious packages such as Trojan which will spy on the financial bills and later retrieve the required information necessary. Mobile ransom ware is another threat posed by mobile malware. Here important information and documents are locked out from access mainly to demand a ransom before having access to it (Chen et al., 2012). This all mobile malware proves a threat to the development and growth of any business organization. Thus this being one of a challenge to cybersecurity in the business.
Ransom ware is another challenge in cybersecurity for business. It has proved a threat to cyber security for business since it’s after exploiting both the business organizations and individuals. Ransom ware as a threat usually prevents or blocks the users from having access to some of the important information and data on their systems or computer networks. In this instance, the individual or the user has to pay before being allowed access to the site. This however sometimes is not the case as expected by the user (Chen et al., 2012). The cyber-criminals do not always free up the information even after the user has made the payment. This thus leaves the victim extorted not knowing what to do next. Ransom ware thus is a challenge in cyber security for business and should be addressed.
Another challenge facing cybersecurity is drone jacking. Business organizations and individuals who are the consumers use drones in their normal day to day routines in both new and exciting ways. This act has been of growing popularity where people and organizations have fallen in love with it. In the current world, the drones have become a major used instrument for the photographers, farmers, law enforcers and even the news media. According to reports released by McAfee, it states that cybercriminals are likely to start targeting drones that are used for deliveries, that of law enforcement or even that of photography. According to Wang et al. (2010), the McAfee report goes ahead to show us how it’s very easy to take over on a toy drone and direct it to a roof of a certain home or even business premises and hack into the local wireless networks. This act of drone jacking poses a threat to the existence of cybersecurity for business since it leads to manipulation of an organization's important information thus rendering it vulnerable to cyber-attacks.
The insider threat is another challenge facing cybersecurity for business. Cybersecurity issues normally appear to be coming from the inside of the organization. We tend to be so much engraved on the hackers who penetrate the systems rather focusing on the insider threats from the employees and the third party who work hand in hand with the employees to penetrate the systems. Employees who happen to be handling the most delicate and crucial sensitive data tend to share out the information with the third parties (Pötzsch, 2008). Other employees tend to expose the organization's information accidentally to the attackers thus exposing the organization to the cybercrimes threat. In this instance, no malware is always involved, and therefore no detection takes place since the security mechanisms in place like anti-viruses and the firewalls do not detect them (Cárdenas et al., 2008). Whenever there is no malware is detected, definitely there is an attack on the organization. Therefore, the insider threat qualifies to be one of the challenges facing cybersecurity for business.
The Internet of Things (IoT) is another challenge facing cybersecurity for business. According to the report by McAfee, it states that by the year 2019 there will be 1.8 billion connected devices in the hands of the consumers. With the increase of a number of the handsets, hacking into such systems will be more common in the near coming years thus a challenge to the business organizations (Wang, & Lu, 2013). The increase in the number of smart devices also poses a threat to the collection of sensitive information. According to the reports by McAfee, some of the products sold this year might have been installed with backdoors. It has been making work easier for the criminals to access the bio data easily. This, therefore, proves to be a challenge to cybersecurity for business.







Conclusion
In summary, the key challenges that face business entities in the e-commerce sector are considerately unpredicted. Every day, businesses encounter different threats that affect their businesses in a great way. Without proper considerations, most businesses are not able to comprehend the right facts that could help secure their data. The study has highlighted some of the key challenges that organizations have faced in addressing security concerns over the years. The different factors have enabled them to overcome key factors that will influence the manner in which key aspects are being undertaken to secure the information of organizations from reaching the hands of possible cybercriminals. Without proper policies, most of the leading business corporations have lost important information to the public which has significantly impacted the financial status of such firms.
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